IMPORTANT: Please disable your windows defender or Anti-Malware software before
conducting this exercise as they will determine the files as malware. | recommend you to
create a Windows VM and do this exercise in it like | did in class.

1. This exercise will walk you through the IDA pro demo. First, download the zip file named
‘469 _malware_demo.zip’

2. The file contains 4 binaries --- 469, PEiD, upx, and installer for IDA pro 5.

As | demonstrated in class, PEiD is used to read signatures in PE files and to determine whether
the file is obfuscated using a packer.

3. ‘469.exe’ is a program with encrypted criminal’s bank account information. It is your job to
retrieve them.

Let’s first run it and see what it does.
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IC:-\Usersssefcom~\Downloads\Malware_demo>469 .exe
Please input password:

the 11o

WUrong password

IC-N\Usersisefcom~\Downloads\Malware_demo>46? _.exe
Please input password:

lopenSesame

Wrong password

IC:\Userssefcom\Downloads\Malware_demo >

| tried two different passwords, ‘hello’ and ‘openSesame’, but they are both wrong passwords.

4. Before we disassemble the executable and reveal the hidden information, let’s use PEiD to
check the file.
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5. Unlike the unpacked binary (i.e., “.text’ or “.rdata’), the EP Section indicates that it is packed
by a program called UPX. It is a well-known packer for PE files that uses compression.
Let’s unpack it using the ‘upx.exe’ included in the folder.
>> upx.exe -d 469.exe
= = 23
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IC:\Users\sefcom>cd Downloads
IC:\Users\sefcom\Downloads>cd Malware_demo

IC:\Users\sefcom\Downloads\Malware_demo >upx.exe

—d 469 .exe
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IC:\Users\sefcom\Downloads\Malware_demo>__




6. Finally, disassemble the binary using IDA pro. Install IDA Pro using the installer included, or
you can download the latest free version of IDA Pro from https://www.hex-
rays.com/products/ida/

SN, - -
@@v‘ <« Users » sefcom » Downlocads » Malware_demo v|+1|| Searct

Organize Include in library « Share with « New folder 4=z -

1 Date modified Type Size
IDA Pro Free
l 4/2/201910:42 PM Application

Getting Started 2 4/2/2019 10:42 PM Application 21

p— sefcom 4/2/201910:42 PM Application 2]
q Connect to a Projector

Documents

‘_'. ‘ MNotepad L4
) Pictures

" Calculator
= Music

1 lware_demo
Sticky Notes

Computer

Snipping Tool ? .exe

Control Panel iD.exe
< .EXe

atf) Paint ptes
y Devices and Printers Jtes free

3 Vi . ? .exe
@ XPS Viewer
. Default Programs

$‘ Windows Fax and Scan et

4 All Pregrams




—
€P The interactive disassembler [ e |l |
File Edit Jump Search View Debugger Options Windows Help

L dIL L YL IR
ERNIEET Y P41 R N a

B o' v o« N x| 2~ - S MK~ ~ §
EReFTRB H P New disassembly database
| | PDAs/Handhelds/Phones | Consoles | Embedded | Waiiousfiles | 4
Wwindows | pOS | Unix | Mac | Java | .MET | Vaiious DS's | |
m— .
- E G
PE Dynamic .ocx PE PE/LE /NE COFF/0OMF
Library Activ.__ Device Driver  Obiject File

o

COFF/0MF
Static Library

Auto Down Disk

— T T w m = m m = TT

7. When it starts, select ‘PE Executables’ from the options under the ‘Windows’ tab as shown in
the picture above.

Unless you want certain options only, run the analysis by clicking ‘Next’ buttons.
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8. You will see a screen like the picture above.
You can see various items from each window. For example:

Names window: lists all known named locations in the program. F is a function, Cis
code/instruction, A is a string, D is defined data, etc.

Strings window: lists a list of embedded strings in the program.

IDA View Window: is a disassembly window that shows the program in assembly. It supports
graphical view and text view modes. You can toggle between the two modes using the Space
key.

Hex View Window: dumps the binary into hex.

Move to the beginning of the program by clicking the leftmost blue portion of the bar indicated
in the picture above.

var_ CC= dword ptr -8CCh -
var_4= dword ptr -4

push ebp

mouv ebp, esp

sub esp, 6OCCh

mouv eax, dword_403000

X0ov eax, ebp

mouv [ebp+uvar_4], eax

push esi

mov esi, ds:printf

push offset aPleaselnputPas :; ""Please input password:\n"
call esi ; printf

lea eax, [ebp+var_CC]

push eax

push offset as "%

call ds:scanf

add esp, BCh

mov ecx, offset a Ftere : """ &) {)+FTERE"™

Ly Y e B T I Y ARAAAA AR AR AR AR ' aAaAAA

9. You can see the first few instructions of the program.

As you can see the plain text “Please input password:\n” stored in the variable
“aPleaselnputPas” from the picture, this part of the program is the portion simply loads the
program to the stack and asks the user for a password.

Assembly instruction shown by IDA pro follows “intel” syntax:
<instruction> <dst>, <src>: <instruction> is an operator, while <dst> and <src> are operands.

(e.g.) mov ebp, esp: move the value (or address) stored in current stack pointer (esp) to base
pointer (ebp).



Both esp and ebp are registers. Registers are tiny, internal memory of CPU. CPU utilizes
registers to speed up the operations, instead of obtaining data from external memory through
the control bus.

(e.g.) cmp eax, [ebp + var]: compare the value of [ebp + var] (the value of ‘var’ added to that of
‘ebp) and the value of eax (accumulator register, which is used in arithmetic operation).

Another example is:

Following C code:

int x = 1;
int v = 2;
if(x = y){
printf("x equals y.\n"};
lelse{
printf("x is not equal to y.%\n");
}

Can be disassembled as follows:

00401006 mowv [ebptwvar 4], 1

0040100D mov [ebptvar 8], 2

00401014 mov eax, [ebptvar 4]

00401017 cmp eax, [ebptvar E] ; if x=y, the cmp will set the ZF to 1
0040101a jnz short loc 40102B ; jump if ZF not set (if x!=y)
0040101cC push offset aXFEqualsY ; "x equals y.\n"

00401021 call printf

00401026 add esp, 4

00401029 jmp short loc 401038

00401028 loc 40102B:

00401028 push offset aXIsNotEqualToXY ; "X is not egqual to y.%n"
00401030 call printf

For more tutorials on assembly and IDA pro, please refer to the following links:

http://www-
verimag.imag.fr/~mounier/Enseignement/Software_Security/BH_Eagle_ida_pro.pdf

https://www.felixcloutier.com/x86/

https://www.tutorialspoint.com/assembly programming/index.htm

Please stop following the instructions of this document and play around with IDA pro and try to
understand the assembly and have fun


https://www.tutorialspoint.com/assembly_programming/index.htm

Xor eax, eax sbb eax, eax
jmp short loc_4B1866| (sbb eax, OFFFFFFFFh
[ |
test eax, eax
jnz short loc_4#810C2
1
v v
EA N Ll EA Nl
mou eax, offset aKmmy ; ""HKmmy"
call sub_40816E0 loc_LkO10C2: ; "Wrong passwordin®
mowv eax, offset aNknoW ; ""Hkno=W" push offset aWwongPassword
call sub_4B818E8 call esi ; printf
mov eax, offset aNknoW_8 ; ""Hkno=W"| \mov ecx, [ebp+var_i]
call sub_L4B1BEB add esp, &4
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9. If you scroll down the assembly view window, you will find the branch that determines which
location of the program the control should jump to. It is determined by the two lines in the top
box --- “test eax, eax” and ‘jnz short loc_4010C2”".

eax, eax
short loc_4818C2

1

\ 3 v
BNl

eax, offset aKkmmy : ""Kmmy™
sub_4810E8 loc_4B18C2: 5 "Wrong passwordin®™
eax, offset aNknoW ; ""Hkno=W" push offset aWrongPassword
sub_4810E8 call esi ; printf
eax, offset aNknoW_8 ; ""Hkno=W’"| [mou ecx, [ebp+uvar_4u]
sub_ 4818ES add esp, 4

10. jnz instruction means “jump if not zero”. If the Zero Flag (ZF) is set to zero, it jumps to the
left block, which prints the hidden information, while the block on the right prints out “Wrong
password” and exits the program as we saw earlier.

Click or select the instruction “jnz” and it will show the byte offset and the hex code of the
instruction in the “Hex View” window.
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AU: idle Down Disk: 40GB

11. Assembly Window and Hex View Window are by default synced, so the instruction you
selected in the Assembly Window should be highlighted in the Hex View Window, along with
the byte offset in hex of the selected instruction at the bottom left corner (see the picture
above).

The hex code for assembly ‘jnz’ is 75.

Let’s change it to “nop” instruction (No Operation) so it never jump to the part printing out
“Wrong password”.
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12. Open the “469.exe” in https://hexed.it to modify. Change the instruction code of “jnz” (75)
at byte offset 0x468 to “nop” (90).
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Bl Desktop 469-Malware 1/2/201911:19 AM  File folde
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BN C:\Windows\system32\cmd.exe = |[-E ‘

Dade Murphy 112012 $5000
Dade Murphy 1220812 $0
Dade Murphy 142012 $8

9
$1000
$500

550008
540900
$35008

C:\Users\sefcom\Downloads>469.
469 .’ is not recognized as an
onerahle nroaram ovr hatch file_

internal or external command.

C:\Users\sefcom\Downloads>469 .exe
Please input password:

the 110

Account Date Credit Debit
Dade Murphy 112812 $5000 $0
51000
$500

Dade Murphy 1220812 $8
Dade Murphy 1-/4./2012 $8

C:\Usev sefcom\Douwnloads>469 .exe
Please input password:

Date Credit Debit
Dade Murphy 1120812 $5000 50
Dade Murphy 12,2812 $08 $10008
Dade Murphy 142012 $0 $5080

Balance
$5000
$4000
$3500

C-\Usersi\sefcom\Downloads >

m
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malwareAnalysis-Labs Date modif
File folde

13. Download the modified program and run it.


https://hexed.it/

| used the same passwords (“hello” and “openSesame”) again and the program shows me the
account information!

There are at least two more ways to get the hidden information by modifying the binary:

1. You can change the very first instruction of the program to jump to the location of the
hidden information so the program does not even ask you for the password.

2. Change the “cmp” instructions that checks the password to “nop” so the program does
not check the password.

Please try various methods to achieve the same goal.



