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Email System Components

e Useragents /Webmail:
e Composing, editing, and reading mail messages.
e Mail servers:
e Send and receive email on user’s behalf.

e Protocols:

e SMTP: Simple mail transfer protocol.
e POP3: Post Office Protocol.
e IMAP4: Internet Message Access Protocol.
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Application Layer Protocols

e SMTP: Simple mail transfer protocol, Port 25
e POP3: Post Office Protocol, Port 110
e |IMAP4: Internet Message Access Protocol, Port 143

[Thunderbird Silverlight FireFox Skype Kazaa MPlayer
Skype/Kazaa
SMTP POP HTTP P2P Protocol RTP
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User Agents / Email Client

e Standalone application:
e Use POP3 or IMAP4 to receive/download emails from a
mail server.
e Use SMTP to transmit outgoing emails to a mail server.
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Configuring Email Clients (1)

Settings

General Labels Inbox Accounts andImport Filters and Blocked Addresses Forwarding and POP/IMAP Chat Lab:

Forwarding: Add a forwarding address
Leam more

Tip: You can also forward only some of your mail by creating a filter!

POP Download: 1. Status: POP is enabled for all mail that has arrived since 9/22/05
Leamn more ~ Enable POP for all mail (even mail that's already been downloaded)
" Enable POP for mail that arrives from now on
" Disable POP
2. When ges are ac d with POP | keep Gmail's copy in the Inbox s

3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail)
Configuration instructions

IMAP Access: Status: IMAP is enabled
{access Gmal from other clients using IMAF) ° Enable IMAP
Learn more Disable IMAP

When | mark a message in IMAP as deleted:
© Auto-Expunge on - Immediately update the server. (default)
Auto-Expunge off - Wait for the client to update the server.

When a message is marked as deleted and expunged from the last visible IMAP foldel
. Archive the message (default)
Move the message to the Trash
Immediately delete the message forever

Folder Size Limits
© Do not limit the number of messages in an IMAP folder (default) ]
~ Limit IMAP folders to contain no more than this many messages | 1,000 %

CSE 469: Computer and Configure your email client (e.g. Outlook, Thunderbird, iPhone)
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Configuring Email Clients (2)

r = R
Change Account . @
Internet E-mail Settings
| Each of these settings are required to get your e-mail account working.
User Information Test Account Settings
Your Name: Gradwell Test After filing out the information on this screen, we
recommend you test your account by dicking the button
E-mail Address: gradwell@gradwelltraining.co. below. (Requires network connection)
Server Information
[ Test Account Settings ... ]
Account Type: POP3 2
| | - o .
Incoming mai server: e E—— Test Account Settings by dlicking the Next button
Qutgoing mail server (SMTP): Yrelay.gradwell.net II
Logon Information
User Name: aradwelltest
Eassword: EXXXXEXXXEE
Remember password
[T]Reguire logon using Secure Password Authentication (SPA) [ More Setti ]
<gack | nNext> | [ cancel |
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EFmail Client and Server Roles

e Email used in two environments:

e Open (Internet).
e Controlled (LAN, WAN).

e Both use client-server architecture:

e Central server distributes email...
e To manydistributed clients.

CSE 469: Computer and Network Forensics



EFmail Client and Server Roles

e Client’s email software:

e May be installed separately from OS:
e Have their own directories and data files.

e May use existing elements:
e Browsers.

e Servers typically run specialized software.
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Email Client and Server Roles

— E-mail client

gi#dt

Do you have
-~ — malil for me? —»

Bﬁ’

Inbox =

E-mail clients run programs such as
Outlook Express, Eudora, or Pine
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E-mail server €———

Yes, here it is.

E-mail servers run
programs such as
Exchange, GroupWise,
or Sendmail

«©



User Agents / Email Client

SMTP - POP3 or IMAP4

A

A
Y

»
»

] LAN/WAN 4
Mail sew@ Mail serve]. mmmmm : : ,
Bob
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Webmail

3

)
Mail ~ - (¢} More - 1-150f15 ¢ > -
Display Density.
m AD Cl are here - google. - Built for the web - 8 hour battery. Instant resume & 8 second startup. v Comfortable
Cozy
Inbox (5)
x () | »  Phil Sharp IEEER San Francisco trip - Hi guys: So for our weekend in San Fran: tuff Compact
Starred
Sent Mail > Peter Harbison Halloween Plans - What are anning to do for Ha Satrge
Drafts > YouTube Your Personal YouTube Digest - Oct 10, 2011 - CHANGE EMAIL PREFERENCES YouTube Logo Your P Themes
Help
Chat 5 me .. Phil, Meredith (5) IGEEX EEXEZN Hike this weekend! - 1. great idea! | call shotgun in Peter's car. On Mo
»  Paul McDonald IEEEEN Fun Hike Yesterday! - Thanks for the great hike yesterday, it was awesome! Let's go on another hike nex Oct 10
Jason Hiking
- »  Jeff Wellington Chromebook tips? t a Chromebook and | h jere an exg e best web app Oct 10
. Call phone » Peter, me (2) How are things going? - Things are going great. Ive got three hikes planned this weekend. On Mon, Oct 10, 2011 oct 10
- Arielle
Jason »  Simone Davids Up for a concert Friday? - We're i together 1o go to this concert and Oct 10
< Meredith
»  Phil Sharp Just got my chromebook! - This s the first email I i my chromebook. Have you h Oct 10
Michael
= Paul »  Michael Bolognino congratulations!! - Hey m m jes! Sounds like s Oct 10
&« Peter
o Kathy »  Meredith Blackwell IEZZN Come celebrate with me! - Hey Jason! I'm tuming on a We Oct 10
oA » Phil Shap Assignment #47 - Did you get the assignme 1 couldn make it to class becaus Oct 10
© Alali
- »  Alex, me (2) Dinner this evening :-) - Already got plans this weekend Oct 10
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Visit using browser

TR

Compose

v

Yahoo (23)
Gmail (12)
Outlook (5)

~ Fodens
Notes:
Vacation (1)

e

Laura Mason

Edward James.

Home Management

Dosete @ Spame oMo

Ro:
2015 Snowboands and more

Re: BBQ time! Can you spare your gri?
Your traved tnerary

Don't forget

How doea Tussday look?

Re: Raheareal o

©

Fwt 25

o et s00 £ comeg
Anou Puorto Vatlarta rp

Check out the new design (3)

sae

Guess who

Fwd: Dinner's at 6pm at Chez Louise.

Recipe you asked about
Alasa photos

Neighborhood Tree Trimming

MacBook Air

B &

View v

32PM

317em

200Pm

1257 oM

208 P
1S AM

102240

Aug 17

Ao 17

A 17
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HTTP
transactions

HITP
Client

SMTP
Client

Internet

Alice site
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Format of Email

i,

Behrouz Forouzan
De Anza College
Cupertino, CA 96014

Firouz Mosharraf
Com-Net
Cupertino, CA 95014

CSE 469: Computer and Network Forensics

Mail From: forouzan@deanza.edu
RCPT To: firouz@net.edu

Envelope
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Transmission of Email (SMTP)

MTA MTA
Client Server

MAIL FROM: forouzan@deanza.edu ———t ®
: 250 OK —€ =
e—| RCPT TO: firouz@net.edu — 5:
: 250 OK —0)
O0— DATA >
I 354 start mail input I—e
From: Behrouz Forouzan |—> g
To: Firouz Mosharraf —— g
Date: 1/6/05 —_—
Subject: Network
Blank line
Dear Mr. Mosharraf
We want to inform you that I—)
. <
A single dot 2
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Corporate vs Public Email

e Tracing corporate emails is easier:

e Standard names.
e Assigned by local administrator,

e Contrast with public email:

e Non-standard names.
e Usually notinformative.

CSE 469: Computer and Network Forensics
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ldentitying Email Crimes/Violations

e “Crime” may depend on jurisdiction:
e Spam:
e |lllegal in Washington state
e Elsewhere?

e Email crime is becoming commonplace:
Narcotics trafficking

Sexual harassment

Child pornography

Fraud

Terrorism

CSE 469: Computer and Network Forensics
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Examining Email Messages

e Access the victim’s computer and retrieve
evidence.

e Use thevictim’s email client:

e Find and copy evidence in the email.
e Access protected or encrypted material.
e Carve emails:

e Including header.

e Why?

CSE 469: Computer and Network Forensics
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Inbox Calendar To Do List

5 Junk E-mail (17) r
Calendar
(5§ Contacts
¥ |7 BACKUP FOLDERS
| ACM/IEEE
|7 BAAS
|7 Buddy
| Conferences

|y Consulting

Examining Email Messages

®e00 || DHS Cyber Report 22 March 2010

Sent Directly to Me

DHS
|Arrange By: Received

From: Crimes, Electronic <Electronic.Crimes@usss.dhs.gov>
Date: Monday, March 22, 2010 12:44 PM

To: Crimes, Electronic <Electronic.Crimes@usss.dhs.gov>
Subject: DHS Cyber Report 22 March 2010

¥ Yesterday

& Crimes, Electronic
DHS Cyber Report 22 March 2010

v Friday

CSE 469: Computer and Network Forensics

UNCLASSIFIED

This document was prepared by the Office of Intelligence and Analysis to facilitate a greater understanding of the nature and scope of
threats and hazards to the homeland. It is provided to Federal, State, local and private sector officials to aid in the identification and
development of appropriate actions, priorities and follow-on measures. This product may contain U.S. person information that has been
deemed necessary for the intended recipient to understand, assess, or act on the information provided. It should be handled in
accordance with the recipient's intelligence oversight and/or information handling procedures. Some content may be copyrighted. These
materials, including copyrighted materials, are intended for "fair use" as permitted under Title 17, Section 107 of the United States Code
("The Copyright Law"). Use of copyrighted material for unauthorized purposes requires permission from the copyright owner. Any
feedback regarding this report or requests for changes to the distribution list should be directed to the Open Source Enterprise via

unclassified e-mail at: OSINTBranchMailbox@hg.dhs.gov. UNCLASSIFIED Page 1 of 2 DHS Open Source
Enterprise Daily Cyber Report
22 March 2010

CRITICAL INFRASTRUCTURE PROTECTION:

® Nothing significant to report
INFORMATT YSTEMS BREACHES:

® As health data goes digital, security risks grow: Over the next four years, the amount of personal
medical information online will increase exponentially, opening up new avenues for hackers to expose personal data that,
unlike financial information, can result in a permanent violation of privacy. The U.S. Department of Health and Human
Services (HHS) has set a deadline of 2015 for healthcare facilities to being using electronic health records (EHRs), thereby
ushering in the digitalization of all patient information. As patient data is aggregated on health networks, it becomes a bigger
target for those who want to steal it and exploit it on the Internet, experts say. ... It's not so much the quantity of information
that could be a problem; it's the different sources of data, its diversity of data and the various network infrastructures on which
it resides that could overwhelm the U.S. health system and pose significant risks to privacy.... [Date: 22 March 2010; Source:

http://www.computerworld.com/s/article/9173198/]
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Viewing Email Headers

e Learn how to find email headers:

e GUIlclients.
e Command-line clients.
e Web-based clients.

e Headers contain useful information.

CSE 469: Computer and Network Forensics
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Viewing Email Headers

| like your post -- gHacks technology news contact form &

Inbox | X

beatsjames cheaksale15@¢ show details 3:22 AM (5 hours ago) | 4y Reply | v

Great job with the article, |?I've been stopping by H
href="http://www beatsbydrdreshopping.com/lady-

"»zLady GaGa Heartbeats</a> just wanted to let v
post. | discovered it quite useful to me. | is going t
blog once again some day.

Sender info:

IP: 211.143.200.89 <http://ws_arin.net/whois/?que

Browser/OS: Opera/7.11 (Windows NT 5.1; U) [en

4 Reply to all
=» Forward
Filter messages like this
Print
Add beatsjames to Contacts list
Delete this message
Report phishing
Show original
Message text garbled?
Mark as unread

Translate message

©Reply “Replytoall =P Forward S Invite beatsjames to chat

CSE 469: Computer and Network Forensics
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Viewing Email

eaders

CSE 469: Compute

Peceived: from 70.190.237.75 ([70.190.237.75]) by EX1l.asurite.ad.asu.edu
([129.219.103.21]) via Exchange Front-End Server exchange.asu.edu ([129.219.103.52]) with
Microsoft Exchange Server HTTP-DAV ;

Tue, 23 Mar 2010 00:43:50 +0000

Received: from post2.inre.asu.edu (129.219.19.179) by exhub.asu.edu (129.219.103.58) with
Microsoft SMTP Server (TLS) id 8.1.375.2; Mon, 22 Mar 2010 12:48:13 -0700
MIME-Version: 1.0

Received: from bcnetl.asu.edu (bcnetl-inside [10.0.5.31]) by post2.inre.asu.edu
(Switch-3.3.0/Switch-3.1.7/asu-postoffice-prod) with ESMTP id 02MImDa3006803 for
<gahn@®asu.edu>; Mon, 22 Mar 2010 12:48:13 -0700

Content-Type: text/html;

charset="Windows-1252"

Content-Transfer-Encoding: quoted-printable

Received: from mtal.dhs.gov (localhost [127.0.0.1]) by bcnetl.asu.edu (Spam & Virus
Firewall) with ESMTP id 997861A75F3D for <gahn@®asu.edu>; Mon, 22 Mar 2010 12:48:11 -0700
(MST)

X-MimeOLE: Produced By Microsoft Exchange V8.1

Received: from mtal.dhs.gov (mtal.dhs.gov [152.121.181.36]) by bcnetl.asu.edu with ESMTP
id VFCVXSE9O0DP8QGy for <gahn@asu.edu>; Mon, 22 Mar 2010 12:48:11 -0700 (MST)

Received: from dhsmail2.dhs.gov (dhsmail2.dhs.gov [161.214.63.27]) by mtal.dhs.gov with
ESMTP for gahn®asu.edu; Mon, 22 Mar 2010 15:48:11 -0400

Received: from dhsmail2.dhs.gov (localhost.localdomain [127.0.0.1]) by localhost (Postfix)
with SMTP id 790C2859823D for <gahn@asu.edu>; Mon, 22 Mar 2010 15:48:11 -0400 (EDT)
Received: from IA-Proxy-Bladel.usss.dhs.gov (IA-Proxy-Bladel.usss.dhs.gov
[161.214.104.6]) by dhsmail2.dhs.gov (Postfix) with SMTP id COE4E8598236 for
<gahn@asu.edu>; Mon, 22 Mar 2010 15:48:10 -0400 (EDT)

Received: from (unknown [10.200.70.12]) by IA-Proxy-Bladel.usss.dhs.gov with smtp id
31f9_0edf_d0b646a8_35eb_11df_af8b_001f29c6c9fc; Mon, 22 Mar 2010 15:47:57 -0400

Received: from 45prod21-ssnet.SSNET.USSS.DHS.GOV (45prod21-ssnet.ssnet.usss.dhs.gov
[10.200.70.21]) by barracudal2.usss.dhs.gov (Spam & Virus Firewall) with ESMTP id
DA38963DB88; Mon, 22 Mar 2010 15:43:15 -0400 (EDT)

Received: from 45prod21-ssnet.SSNET.USSS.DHS.GOV (45prod2l-ssnet.ssnet.usss.dhs.gov
[10.200.70.21]) by barracudal2.usss.dhs.gov with ESMTP id XKHZS5gMT3RpdmXKe; Mon, 22 Mar
2010 15:43:15 -0400 (EDT)

Received: from 4@WAS54-SSNET ([10.130.200.131]) by 45prod21-ssnet.SSNET.USSS.DHS.GOV with
Microsoft SMTPSVC(6.0.3790.3959); Mon, 22 Mar 2010 15:44:08 -0400
x-ms-exchange-organization-authas: Anonymous

x-ms-exchange-organization-authsource: exhub2.asurite.ad.asu.edu

x-originalarrivaltime: 22 Mar 2010 19:44:08.0408 (UTC) FILETIME=[@9A@B580@:01CACIOF8]
x-barracuda-start-time: 1269287292

x-barracuda-connect: mtal.dhs.gov[152.121.181.36]

x-asg-debug-id: 1269287291-771500d20000-9h9p0T

x-barracuda-spam-status: No, SCORE=1.05 using global scores of TAG_LEVEL=1000.0
QUARANTINE_LEVEL=1000.0 KILL_LEVEL=5.5 tests=HTML_MESSAGE, HTML_MIME_NO_HTML_TAG,
MIME_HTML_ONLY

x-barracuda-virus-scanned: by ASU Barracudal at asu.edu

x-barracuda-spam-score: 1.05

x-asg-orig-subj: DHS Cyber Report 22 March 2010

x-barracuda-spam-report: Code version 3.2, rules version 3.2.2.25569 Rule breakdown below

er Report 22 March 2010 =

s.dhs.gov>

s.dhs.gov>

ICLASSIFIED i

d Analysis to facilitate a greater understanding of the nature and scope of
al, State, local and private sector officials to aid in the identification and
measures. This product may contain U.S. person information that has been
assess, or act on the information provided. It should be handled in
information handling procedures. Some content may be copyrighted. These
fair use" as permitted under Title 17, Section 107 of the United States Code
thorized purposes requires permission from the copyright owner. Any

» distribution list should be directed to the Open Source Enterprise via

INCLASSIFIED Page 1 of 2 DHS Open Source

2 March 2010

isks grow: Over the next four years, the amount of personal
»ening up new avenues for hackers to expose personal data that,
olation of privacy. The U.S. Department of Health and Human

e facilities to being using electronic health records (EHRS), thereby
; patient data is aggregated on health networks, it becomes a bigger

€

Internet, experts say. ... It's not so much the quantity of information N
I, its diversity of data and the various network infrastructures on which
ind pose significant risks to privacy.... [Date: 22 March 2010; Source:
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Email Headers

e From: Who the message is from. This is the easiest to forge,
and thus the least reliable.

e Reply-To: The address to which replies should be sent.
Often absent from the message, and very easily forgeable.

e Return-Path: The email address for return mail. Same as
Reply-To:

e Message-ID: A unique string assigned by the mail system
when the message is first created. The format of a
Message-ID: field is <uniquestring>@<sitename>

e Received: They form a list of all sites (MTA) through which
the message traveled in order to reach you.

CSE 469: Computer and Network Forensics
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Examining Email Headers

e Gather supporting evidence and track suspect:
Return path.

Recipient’s email address.

Type of sending email service.

IP address of sending server.

Name of the email server.

Unique message number.

Date and time email was sent.

Attachment files information.

CSE 469: Computer and Network Forensics
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Email Header

e Received: from string (hostname [host IP address])
by recipient host
with protocol id message ID
for recipient;
timestamp

e Received: from cidse.asu.edu (cidse.asu.edu [201.12.16.3])
by gateway.asu.edu (8.11.6/8.11.6)
with ESMTP id j21IBV720506
for <ABC@asu.edu>;
Mon, 20 Feb 2019 10:11:31 -0700

CSE 469: Computer and Network Forensics
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Examining Additional Email Files

e Email messages are saved on the client side or

left at the server:

e Microsoft Outlook .pst and .ost files
e .pst-Sent, received, deleted, draft
e .ost- Offlinefiles

e Personal address book also has valuable
information.

CSE 469: Computer and Network Forensics
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Tracing an Email Message

e Preliminary Steps:
e Examine each field in the email header, especially the recorded IP address of
sender.
e Content analysis on suspicious email(s):
e Determine if crime/violation of policy has been committed.
Investigate attachments.

o
e Verification and validation
o
o
o
o

Email route - may include clues about sender’s origin, location, methods.
Analyze domain name’s point of contact.

Aggregate suspect’s contact information.

Acquire attributes against network logs.

CSE 469: Computer and Network Forensics 26
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Using Network Email Logs
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Understanding Email Servers

e Loginformation:
e Email content.
e SendingIP address.
e Receiving and reading date and time.
e System-specific information.
e Servers can recover deleted emails:
e Similarto deletion of files on a hard drive.

CSE 469: Computer and Network Forensics
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Examining UNIX Email Server Logs

e /etc/sendmail.cf
e Configuration information for Sendmail
e /etc/syslog.cont
e Specifies how and which events Sendmail logs
e /var/log/maillog
e SMTP and POP3 communications
e |P address and time stamp

CSE 469: Computer and Network Forensics
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" Using Specialized Email Forensics Tools
e FINALeMAIL

e Scans email database files
e Recovers deleted emails
e Search computer for lost or delete emails

e FTK
e All-purpose program
e Filters and finds files specific to email clients and servers

e |InBoxer
e Systematic analysis of emails

CSE 469: Computer and Network Forensics
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- Using Specialized Email Forensics Tools

Figure 12-22 E-mail search results in FINALeMAIL

CSE 469: Computer and Network Forensics
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Total messaaes

Personal content
A Az,
O

Medical content review

InBoxer® Anti-Risk Appliance
Dashboard

Alarms and actions

MZM 0.

Personal content review
282

Multimedia attachments

i S

Demo | My Account | Sign Out | Comment | Help

Offensive content Offensive content review
A oo NMSCH .
Employment content ; M:dical con::nt Messages:

M‘\M._—.. Actions:
Marked confidential Large message

w4 Moo

Summary:

Incident:

Running:

Senders:

22 74 76 778 7/10
Resolution: hour

T T T T T
W2 N4 76 /8 710

T T T T T T T T T T
7/2 74 76 7/8 710 72 74 76 7/8 710

I8 riskoetais | identity Thett | Favorites | Search | setup |

Sun Nov 26 20:41:58 2006
Sun Nov 26 01:26:29 2006
276203/276203 (0)

39

% days, 9:50:17

0/250

Recent
Messages

Questionable
/Harassment

Privacy =
Email Use

Medical
Content

Custom
Search

Watch Lists m

Random
Sample

U5 For helpful videos, click Help on the top right of the screen.

Questionable / Harassment

View!: [__G_QJ

From s Date Subject

*576( guch *None* 09/Feb/02 Fwd: Fw: Women Drivers

*1da¢ Search recipients *None* 08/Feb/02 you know you're not really working rt now anyw
yourfr Tmm ss @enron.com 07/Feb/02 Send hearts and farts for V-Day! =1
*7064 TODW scorman@enron, com 06/Feb/02 Sonic Boon, Mario Rex, and Accessory Self-Tes
christi Toptandudomu\s teb.lokey@enron,.com ... 05/Feb/02 FW: Read all it is really cute

*$76( Lop :grldelsl *2750d266*@kgo.csc.com ... 0S/Feb/02 Fwd: Fw: Emergency Friandship System

*5760d2bb*@msn.com *None*

*2ef174fb*@webveckends.c
*40785557*@hotmail.com
m..scott@enron.com
*247F7fb7*@reocpa.com
Jay.reitmeyer@enron.com
s..shively@enron,com
m..scott@Penron.com
*26Scfeed*@hotmalil.com
*26Scfead*@hotmail.com

05/Feb/02 Fwd: Fw: Just chacking!!
sscottS@enron.com
*None*
*265cfees*@hotmail.com 01/Febf/02 RE: RE: Whistler!!!
phelps. anderson@enron.co ...
01/Feb/02 RE: Introduction
31/)an/02 RE: IHS Meeting
31/)Janf/02 RE: Re: Hey Buddy!!!
31/)Jan/02 Fwd: Re: Hay Buddy!l!
31/)anf02  Fwd: RE: Whistler!l!

john.lavorato@enron.com
john.lavorato@enron.com
*$7d08126*@aol.com
sscottS@enron.com

sscottS@enron.com

04/Feb/02 Webweekends Newsletter
01/Feb/02 Fwd: Fw: [Fwd: Fuv: FW: slow dance (Please loo

01/Feb/02 IPANM NM Legislation Status Report #2




Carving Email Messages

e Very few vendors have products for analyzing
email in systems other than Microsoft

e mbox format
e Stores emailsin flat plaintext files
e Multipurpose Internet Mail Extensions (MIME)

format

e Used by vendor-unique email file systems, such as
Microsoft .pst or .ost
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" What other information can be extracted from emails?

e Buddygraph

e Social network analysis based on emails

e Enron investigation
e Emailvisualization in Enron investigations:

CSE 469: Computer and Network Forensics
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http://www.buddygraph.com/
http://www-2.cs.cmu.edu/~enron/
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ARIZONA STATE
UNIVERSITY

SusanMara—

N

< Category Legend

M company business, strategy, etc.

M regulations and regulators (includes price caps
internal projects -- progress and strategy
company image - current
company image -- changing / influencing

M political influence / contributions / contacts

I california eneray crisis / california politics
internal company policy
internal company operations

M aliances / partnerships

M lzgal advice

M talking points

B meeting minutes

M trip reports

_' ya

-

b

james.steffes@enron.com”

Jeff Dasovich <--> Susan Mara
2000-09-15 06:19:00.0 Re: CPUC Request for Confidential Information
2000-09-29 11:06:00.0 Request for Confidential Information by the US GAD
® 2000-10-11 07:12:00.0 Fwd:
@ 2001-01-03 14:40:00.0 Update Day 1 Second Session FERC Ca Settlement
@ 2001-03-22 03:53:00.0 More info from 1SO -- May be Providing Confidential Data | =
W 2001-04-04 06:13:00.0 Re: Lay/Skiling T alking Points for Bush Admin Meetings |
® 2001-04-20 10:44:00.0 Legislative Status Report Week Ending 4/20 ‘
& 2001-05-11 08:00:00.0 CAISO NOTICE: Freedom of Information Request of conf-
2001-05-11 18:00:00.0 CAISO NOTICE: Freedom of Information Request of conf
2001-06-03 18:26:00.0 Amendment of the CPUC subpoena for production on Jur| ™
W0 W1 0 0 0 WO W1 1] 1 MO0 MO WO WO WO
|ID: 115222
iSubjecc: Re: CPUC Request for Confidential Information
[From: Jeff Dasowvich <jeff.dasovich@enron.com>
Date: 2000-09-15 06:19:00.0
:To : <mary.hain@enron.com>, <jame=.steffes@enron.com>,
kjoe.ha:csoe@en:on.com), Susan Mara <susan.mara@enron.com>,
<=zarah.novosel @enron.com>

[~

I understand that we may have no choice in the matter, but

having wtines=zed Loretta Lynch's inability to define market power when
aszked

o do =o by Joe Barton last Monday, and,

having heard Carl Wood declare war on capitalism at FERC'=s hearing on
Tue=day, and,

knowing that the like=s of Harvey Morse (PUC FERC attorney), who has
mewver

come down on the =ide of "no market power here'" in any analys=i=, i=
"heading

."up" the PUC investigation, and

iseeing Gow Davi=' press=s release=s demanding refund= from the facele=s=,
Jout:-of-:vate =upplier=

|

}I'mf well, maybe a little nervous about them getting their paws on our

JeffPasovich
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< Enron Corpus Viewer

ARIZONA STA = ;
{{KK\[ ,N'“” File Layout Tools ColorMaps Community
don al #6135k MR 38R @R okP 8, ¥ Matt Smith
gés\e l&f@enron.wm Elizabeth Sager -
leasalopez@enron.com 00.0 Re: Trains - Light lall
ke @entamesmwis@enron.Gom @ & st D‘: b L ] jane.wilson@enron.cor@'eg Wolfe Chrigti Nicolay @ 1979-12-31 16:00:00.0 Re: ] )
\ DRbra D gyidkon avid Delainey RO o R A 1979-12-31 16:00:00.0 Re: Job Titles and Job Banding
R R P AN gy Wil W, \ Wohtensteingm, ||® 1999-03-08 07-05:00.0 Monthip Biling - Detail Class 845 / 5100061.is
Cindy Derecskey WYose Bestard # o ) item"'ce@efg"m-wm - @ 1999-09-10 06:06:00.0 Commission Meetings
jeff.donahua@enran.com 2 pete'm’es@emo:’cggefses'a“ ® 1999-09-10 06:22:00.0 Speech to the British Institute of Energy Economists
2N By Mark E. Haed'ﬁav;d‘SQIE}‘"E"V@"&;‘“W@&"meumn@enmn com . e ipb.bradley@e ||lw 1999-09-21 08:20:00.0 Ross Perot's EMS company
e N SR i T S e Y o ™ 19991006 06:44:00.0 Madera Ranch Press Release
= nine Migden . ) i 1999-10-18 01:47:00.0 Translation of articles v
redith.eggleston@enron.com % 3 Luiz Mearear.me S
o ena R ek T e M@ onnrpeed /| MU M0 10 10 MO M2 W0 WO W0 WO WO WO WO WU
) % Gordonaavage 2 Phl“lw Rﬁgﬂ %‘ “CfBralpsen ID: 172241
danny.mccammg. s N W e : Mike Sm'b 5-‘; oz g Lora%uﬁﬂ&n Subject: Further information regarding Gov Thompson
on;ﬂsfparuleﬂ@enron.cCtmloIlmoffett@enrmﬁgmoﬂ@emon com @3 33 % Lamy Deck T s From: <steven.kean@enron.com>
mavkm!ﬂs nmnsgm L & 3 Date: 1979-12-21 16:00:00.0
1arsha.suggs@enron.com rdan, mmtz@eqy%eow“m"wnmon com o ’Jeﬁre T Mdge Chn; lﬂnggovenar@gwuv .com To: <kenneth.lay@enron.com>
angéla; schv@;g@wg@%& NPT = k4 95PN lcc: Rosalee Tleming <rosalee.fleming@enzon.com>,
Hdar W' o & %) |ksusan.landwehr@enzon.com>, <kevin.hannon@enron.com>, David Delainey
- Johi meﬂé@eg&ﬁ% it eSk Na"mﬁever@eﬁf ne‘éebﬂ‘i' e s g® a |<david.delainey@enron.com>, Don Black <don.black@enron.com>
uarlslaley@enmn com P o4 T u g’ .. o ] 5 a o
F@emofemﬁev Dyson u& i~ =2 Skbrownfel_d@enron.corr_f @ mik@pkns. |Sue Landwehr in government affairs spoke to a member of the Thompson
A tand nig@enton: cwa'dmﬂ@ﬁﬂm n.com e = . |ladminiztration who indicated that the g may be i in
martin.medarmot@enrofetnnay. shem&@em BN @ﬁﬂfm%fﬁhee j:h@l; s‘emi@emon comtizabath nlney@emoh com‘“'yung'h"ﬂe'@e'xﬂa'e‘ig%ilson talking
@ ﬁ( s da Walf == 'to you about Amtrak. Specifically, ECT has been working with amtrak
thorlien@enronEpenGadd 1 L)
| € paula.ii el@enron com e Tom mlght@emmung’olo‘@bn for
i es@emon bl Steve ’4""“’"““’ i quite some time on an electricity

s muller@emgv cgm
bnan stgnley@enron cbm

Pr 8 R

-
tomas.valmk@enlon.com =
iatharcWhitehead Christie Patrick
James D#arenzo .
Louké‘&h‘(ﬂ'ﬂﬁhs@e"w“ VLT

# ChrisH FP?ﬁfCWé‘s, David . Delamﬁgﬂasl@er\mr.\“com ¥,

oy Gil - *

cehilling@ehestaoDuniloy %
-~ eklawa sareen{@enrongcom

paula. warrené\enron cokfe- 9°|d@e“'ﬂbm"ﬂ;
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Ci e riccardo.bortolotti@enron,com
3.C0 M
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[ 4

'
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e &nrah Bishman
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Daniel Allegretti
ofi1@tca-us.com i

n.com
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% £ Enron Corpus Viewer E]@

‘F\IL{|I<‘[{V\[‘,\{§',\,” File Layout Tools ColorMaps Community

VA‘

mh helkgenmn .com <--> Tim Belden
-09-T0 T 33000 Barton subcommittee Approves Calformia B, Frice Caps Uefeated T
2001-06-07 11:00:00.0 Legislative Update -- Two Track In The Senate and House Update

2001-06-18 00:15:00.0 White House To Support FERC Action Today
2001-06-19 04:22:00.0 NEWS FLASH ON THIS MORNING'S SENATE HEARING
2001-06-20 10:37:00.0 Today's Senate Hearing

2001-06-21 0 00.0 More on FERC Refunds
Ronald Carroll 200107121

00.0 Barton Subcommittee Passes Energy Bill Without Electricity &mendments
‘»

2001-08-02 07:53:15.0 Recap of House Action Last Night on Energy Package
Susan Mara

T XXX

e

I W0 W2 0 0 0 WO 2 0 0 WO WO N0 W1 =

HIghl 1ghts

liohn.shelk@eniron.com

Chairman Barton =said it is still his intention to try to mark up the Barton

& bill, H.R. 1647 next week (many on and off the Subcommittee doubt this will
happen; we are gathering pelitical intelligence on tho=e proszpects and will
& report back with more information and conclusions once that is done);
& ' . Chairman Barton al=o =aid he may go to California next week.
B Y% There was conziderable empha=ziz at both hearings about the alleged role that

Righer natural gas prices invo California play in the electric power rate

increases; =meveral d on dif in alleged trans=portation

costs for similar differences between California and non-C& states; FERC atv

the Senate hearing =aid that today the commission announced a staff technical

conference for later thi=z month on all aspects of the natural gas market as

it relates to California; a House member from Southern Illinecis ceal country

attacked California for using only natural gas in it= new power plants.

The House witnesses, primarily BPA& but also the California witnesses,

) attacked the negawatt proviszion in =ec. 102 of the Barton bill; the criticism
fwaz that BPA would be forced to purchaze power on the open market at a high

r A

N sarah. novoge|@enr0n com price since it is short, sell it to the D3Iz under contract; let the DSI szell
it at market rates and capture the di ; BP& wi =aid that thus
¥, =ec. 102 would make it difficult if not impos=ible to implement their
P L4 .“- \J strategy o avoid as much as a 200 percent rate increase on 10/1/01; BPA
testimony will make it tough for Members of Congzess from that service region
i lice hartsoe@enron.com f g < g 9
Ijames steffes@enron.com = Both hearings also touched on how difficult it would be to actually devize a
___.‘J - 9] - price cap; at the House hearing, none of those advocating a price cap among
4 Idwatkms@bracepaﬁcom I ‘the witnesses could answer excellent questions about exactly how this could
A ‘ Y ‘ Tom Hoatson be done; the witnesses just =said "cost plus a reasonable profit" and =aid
‘ leave the details to FERC; at afterncon Senate hearing, Chaizman Hebert had

the staff bring in 15 boxes from one FPEL case to show how a price cap would
ake too long to bring any relief o California this summer; he =aid las=e

B
I t
RObert Frank %y Lmda Robertson L meek's zofe price cap iz much becver. )
s Richard Shapiro P 4lzo on he price cap, Rep. Ualden (R-OR) got the Cal Enezgy Comm chair so
"

admit that if the price caps had been in place earlier, California would NOT
$Z 5 aea

have taken the conzervation and new generation steps that it has taken

% recently.

¥ The interplay among the FERC commissioners was much more contentious than it
0 J was a House hearing on Tuesday, although it could have been worse; when
W . Senate Chairman Murkowski (R-3K) said that "help is on the way" in the form
‘ of the nominees for the two vacancies, Sen. Dorgan (D-ND) made a comment that
g “ suggested that the confirmation process will not be smooth; the same concern
3 id came from the interplay among the Senators, which was also somewhat
- contentious at times.

Confisctidty ] Community ] Please advise if you have any questions or would like further details. v

All one way emails to Tim Belden

CSE 469: Computer and Network Forensics



Slides from Previous Years
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Examining Email Headers

@ O
Ialcl+[<

C) Resooc >

Return Path — easily spoofed

Received

Recipiont +odd

gmail 12780 invoked by uid 0); 08 Dec 2015 08:23:37 -0000

Received

Identifies:

- [
Received J\

ame and IP address of sending email server

by smtp.jailhous

2015 00:23:30 PST

TINP5.43 2 /16113 /6) with SMTP id gBCS[]_AJ005229 for
badguy@jailhouse.com; Wed 08 Dec 2015 00:18:21 -0800

Date: Wed, 08 Dec 2015 00:23:30 -08(

MIME-Version: 1.0

IP address of sending server and

Aata/timao cant

MUTOTUITTITO T OUOUTTU

CSE 469: Computer and Network Forensics
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Examining Email Headers

—~—
|.<|lt>1+]~r‘ c) G >

1. Return Path: qforensics@yahoo.com>

2. Delivered To: badguy@jailhouse.com

3. Received (qmail 12780 invo 37 -0000

4. Received from unknown (H .64.20)

by mail.jailhouse.com with SMTP; 08 Dec 2015 08:23:37 -0000

5. Received from Web4009.mail.yahoo.com (Web4009.mail.yahoo.com
[192.218.78.27]) by smtp.jailhouse.com (16.12.6/16/12/6) with SMTP
id gBC8[]_AJ005229 for badguy@jailhouse.com; Wed 08 Dec 2015

00:18:21 -0800

6. Message-ID: 20121212082330.40429.gmail@web4009.mail.yahoo.com
7. Received from [10.187.241.199] by Web4009.mail.yahoo.com via

- P \\eb (X e

CSE 469: Computer and Network Forensics

Attachments may be identified as well

\\
N\
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mailto:forensics@yahoo.com
mailto:badguy@jailhouse.com
mailto:badguy@jailhouse.com
mailto:20121212082330.40429.qmail@web4009.mail.yahoo.com

Network Protocols Related to Email

MTP
SMTP
Mail Server Mail Server E
b > SMTP POP or IMAP
HTTP
WebMail .
Server

Server

e SMTP: Simple Mail Transfer Protocol.
e POP: Post Office Protocol.
e IMAP: Internet Message Access Protocol.

CSE 469: Computer and Network Forensics
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- Using Network Logs Related to Email

e Router logs:

e Record all incoming and outgoing traffic.
e Haverulesto allow or disallow traffic.

e Firewall logs:

e Filter email traffic.
e Verify whether the email passed through.

e We can use any text editor or specialized tools.

CSE 469: Computer and Network Forensics
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" Examining UNIX Email Server Logs

# The following line will =end all mail logs to the /var/log/mailloyg

directory

mail.* {var/log/mailloy

# Log all emergancy messages in the same place

*, emerqg *

* . emerqg @supericchicycles. biz

# This line will put all news and e-mail encoded with uucp with
Critical error=s in the # var/log/spooler
uucp, news.crit

Figure 12-16 A typical syslog.conf file

May 21 10:10:32 poser zencdmeil [5365]: NOQUEUB: “wiz* command from
[10.0.1.1] (10.0.1.1)

May 21 10:10:32 poser sendmail [S365]: NOQUEUE: “debug” command from
[(10.0.2.2] ¢10.0.2.1)

Figure 12-17 A sample maillog file with SMTP information

May 21 10:12:44 poser dpop3d[5373]: paort 110 service init from 10.0.1.1
May 21 10:12:44 poser pop3d[5373]: Laogin failure user=rich
host=[10.0.1.1]

Figure 12-18 A sample maillog file with POP3 information

CSE 469: Computer and Network Forensics
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" Examining Microsoft Email Server Logs

e Microsoft Exchange Server e Logs

(EXChange) e Transaction logs
e Based on Microsoft Extensible e Keep track of email
Storage Engine databases
e [nformation Store files e Checkpoints

e Database files *.edb e Keep track of transaction
e Responsible for MAPI logs
information e Temporary files
e Database files *.stm e Email communication logs
e Responsible for non-MAPI ® res#.log
information

e Tracking.log
e Tracks messages

CSE 469: Computer and Network Forensics
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Examining Microsoft Email Server
Logs

#X Exploring - mdbdata [_ &)X
e B e dia IR e T T e e e e — {Type | Date Modied [nwbges|
'3 mdodata ;]77 EI@I X Gb& -n' ><|g§f'| Solo-lEfe Text Documenk 10114/20058;53FM A
[N Fobeks ol i —— ioix
= a9 E =1 jNe-_m | Size [ Type [ Modted [Amm=]
& : H] edblog SJI20KE  Text Document 22753 1154 AM
sTem Attendant version 6.5.7623.00¢# -
(] edb00654.509 SJA20K8  Text Document 921798 &124M stname Partner-wName  Server-hostname T |
] edd00655.log SA20KE  Te:a Document Q/21/93 852 M vent-I0 H/;m Priority
2] edb00E56 Jog S120KB  Te:t Documert W21/93 1018 AM wb:r Redp: ent 5
) 00657 log S320K8  Test Document 9721798 10:21 AM Frvices "ef,gs‘f""- mKEH-MSGION ..
] edb006S58 g SA20KE  Text Documert Q213 11.124M ERS/OUmFIRST AWINISTRAYIVE
%] edb00E59 log S5120KE Tes Documert /21753 1245FPM
] edo00ESAlog SA20KB  Test Documert V21753 1:54 FM e i i
[E) cdb00658.log SI20KB  Text Document W2 I24 P Message Tracking Test EX: /O=NORTHWIND
(3| edb0065C log SA20KE  Text Document Q1B A1 FM 9EcxPxems/cu-nmg’t‘gé's‘mnok -08
%] edb00ESD log S120KB Te Documert 21793 528 FM = L =
IVE GROUP/CN=RECIPIENTS/CN=Sean
:EJ ‘-’m“: ::g: :”“ gm"‘ ;’gg ;g m 4669L0ndan. mwtr aders.msfT
H] edbD0ESF. 3 ext Document 52 GMT 0 - cwwww |
H] ecdb00650 kg SI20KE  TYext Document 21733 904 P4 002005-10-14  18:53:53 GM
3] edn00651 log S120KE Te: Document 9/21/93 1043 PM IND TRADERS/OU=FIRST AfﬂINstnA'rxvg
2] edo00852 1o S120KB  Te:t Documert 22/93 1258 AM on. rwtraders.msft 0 0
(] edb00653 10 SJA20KE  Text Document Q227 NS AM 6:24 i8‘53‘53-0ﬂ‘ Exchange
] edn00654 10g SA20KB  Text Documert 9722758 4.00 AM oo e AT NI STRATIVE
%] edb00ES5 log S120KE  Tesa Documert 22/93 723 M SHEaRs
| edbl0ESE log S120KEB Te:t Document Q22798 35S AM on. metraders.msft 0 0 B
-2 Rmasas E) 00657 1og SAZ0KE  Tes Document W22/93 1058 AM PR
£ _—* | 5] eo0ss8tog SI20KB  Text Document 22/5811:54 AM Fr 2033 e o
B ‘_l,] Red 3] tesitog S120KB  Te: Documert B/16/98 1:35 PM on. nwtraders,msft 0 0 F
~ = | res2iog S.1205B Te:t Document B/IS/S8 135 PM - s Exchange
o) lrack - ~10-~:
5_’,’ J,,d,;fm? Atmpeds 1.03K8 EOB Fie 18258 500 Fig —riders.msfr 002005-20-14 | path
) Recpeler g ¥ (BRI .. ycoriar oo s wo s vy wp v suwa
| 26 objeci(s) | 121M8 [Disk free space: 3 65GB) try
= F-Exch/0L. Exchangeshare. net /W3svC,/1/RO0T /owa/8.1.375.
OpCode
= 3 ; Removing it.
More Information:  Event Log Online Hel, Creati ng metabase entry
tExch701. Exchangeshare. net /w3svC/1/RO0T fowa,/8.1.375. 2
configuring metabase entry
Copy Close
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Outlook Express--Example

e Need to understand the internal structure of
Outlook Express email repositories (DBX)

e Two types of DBX files

e Folders DBXfile
e A catalog of the other DBX files

e Email DBXfile
e Containsthe actual email messages’ content and

attachments

CSE 469: Computer and Network Forensics 46



Outlook Express--Example

Inbox
Email DBX

Sent Items
Email DBX

Drafts
Email DBX

Deleted Items
Email DBX

e Each Email DBX file is cataloged in the Folders DBX file so
that Outlook Express can re-create the folder structure for

the user

CSE 469: Computer and Network Forensics
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Outlook Express--Example

e Folders DBX file format

e Header includes the file
signature and the number &
location of internal file
structures

e The header of a folder node is
0x18 bytes long

e Thesignature is 16-bytes long

e CFAD12FEC6 FD 75 6F 66
E3D1119A4E00CO

e At byte offset 0xC4, a 4-byte
number signifies the number of
folder nodes

CSE 469: Computer and Network Forensics
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e Email DBX file format

e Thesignatureis 16-bytes long

e CFAD12FEC5FD756F66 E3D1119A4E 00CO
e Internal structure

e Aone-byte type field and a 3-byte value field

e Data Entries

e  0xOD: pointer to the name of the sender for the email message
OxOE: pointer to the email address of the sender for the email message
0x12: pointer to the time the email message was sent
0x13: pointer to the name of the recipient for the email message
0x14: pointer to the email address of the recipient for the email message
Ox1A: pointer to the server that the email message was retrieved from
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